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FORMS BASED AUTHENTICATION

ÅCustom written ASP.NET code

ÅCan validates userôs credentials against data stores 

such as

ÅLDAP

ÅSQL Server

ÅActive Directory

ÅADO.NET data providers



KERBEROS AUTHENTICATION



ANONYMOUS AUTHENTICATION

ÅIs disabled by default

ÅIs enabled through Central Administration to allow Site 

Collection Administrators to enable at the Site level

ÅList level control

ÅReduced permission set





Configuring Anonymous Access
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SECURE STORE SERVICE

ÅMaps user credentials to back-end data systems

ÅUser credentials are managed securely

ÅUser permission levels that are configured on the external data source 

are enforced

ÅUsers are not prompted to re-enter their credentials when viewing data 

from external data sources within SharePoint

ÅSharePoint can connect to multiple external data systems regardless of 

the platform and authentication requirements

ÅRequires the use of Windows credentials 



BCS Authentication with SSS



CLAIMS BASED AUTHENTICATION

ÅAn authentication model that works with identity 
systems

ÅActive Directory® directory services

ÅLDAP-based directories

Åapplication-specific databases

Åuser-centric identity models such as LiveID

ÅIs based on standards

ÅWS-Federation

ÅWS-Trust

ÅSecurity Assertion Markup Language (SAML). 



BENEFITS

ÅSupport existing Identity infrastructure

ÅEnables automatic, secure identity delegation

ÅSupport ñno-credentialò connections to External web 

services

ÅConsistent API to develop SharePoint solutions



CLAIMS PRIMER

ÅWhat is Identity? 

ü Set of attributes to describe a user such as name, e-mail, 
age, group membership, etc.

ü Traverses the network as an array of bytes ςreferred to as 
a token

ü In a Claims-based scenario, the array of bytes carry 
Claims

ÅWhat is a Claim? 



CLAIMS

ÅClaims carry pieces of information about the user

Claim
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ISSUER

ÅTokens are issued by Security Token Service (STS) 

software

ÅIdentity providers can include Directory Services, 

Windows Live Id, etc.



CLAIMS PRIMER - CONTINUED

claims claims



CLAIMS PRIMER

ÅIdentity Management concerns itself with three roles:

ÅSubject

ÅRelying party (RP)

Å Identity provider (IP)



CLAIMS PRIMER - CONTINUED



LETôS BE CLEAR ABOUT THINGSé

ÅSTS != IP 

Å (The Security Token Service is NOT an Identity Provider)

ÅThe STS does the bidding of the IP



CLAIMS-BASED SIGN-IN
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IDENTITY NORMALIZATION



CLAIM PROVIDERS

ÅAugmentation of Claims

ÅUsed to add application specific claims

ÅSharePoint will authorize over these claims

ÅSearch and Resolve Claims

ÅProvides a way to enumerate and select claims

ÅSharePoint will present the claims in the User Experience



OFFICE APPLICATION SUPPORT

ÅOffice Client applications support non-Windows Integrated 
Authentication

ÅOffice 2010 on

ÅWindows XP + IE8

ÅWindows Vista SP2 or IE8 

ÅWindows 7

ÅOffice 2007 SP2 on

ÅWindows XP + IE8

ÅWindows Vista SP2 or IE8 

ÅWindows 7



DO YOU NEED CLAIMS?

ÅIs Active Directory sufficient?

ÅGreat ID storage repository

ÅKerberos can handle AuthNduties

ÅWhen Active Directory may not be sufficient

ÅWeb-facing applications used by people who don't have 
accounts in your Windows domain

ÅMultiple internal authentication methods with no trust

ÅYou want to share identities with another company that has 
non-.NET Framework applications



IMPLEMENTING CLAIMS-BASED 

IDENTITY

ÅAdd Logic to Your Applications to Support Claims

ÅAcquire or Build an Issuer

ÅConfigure Your Application to Trust the Issuer

ÅConfigure the Issuer to Know About the Application



STEP 1: EDUCATE YOUR APP

ÅMust know how to validate incoming token

ÅWindows Identity Foundation (WIF)

ÅReference WIF assembly (Microsoft.IdentityModel.dll)



STEP 2: BUY OR BUILD?

ÅEasy road: use ADFS 2.0 as your issuer of tokens

ÅRoad Less Traveled: Build your own (Good luck with 

that)

ÅGet a person with good PKI skillz

ÅUse certificates



STEP 3: ESTABLISH TRUST

ÅTrust means : ñI will consider the claims of the issuerò

ÅTrusts are UNI-directional

ÅApplication trusts the issuer, not the other way around

ÅWill need the Federation metadata



STEP 4: EDUCATE THE ISSUER

ÅProvide URI of application

ÅProvide the required claims

ÅProvide URL application will use to receive token(s)



APPLICATIONS THAT ARE ñCLAIMS 

AWAREò

ÅAny ASP.NET app that uses the ADFS library

ÅAccepts claims that the Federation Service sends in ADFS security 

tokens

ÅCan use ADFS claims to make authorization decisions directly

ÅSharePoint 2010

ÅFirst application that natively understands Windows Identity Framework



RECOMMENDATIONS AND TRADEOFFS

Windows Classic

ÅAuthenticate by using your existing 

Active Directory accounts. 

ÅSimplify user management. 

ÅTake advantage of Active Directory 

groups when configuring SharePoint 

Server 2010 authorization.

ÅAvoid writing custom code. 

Some IIS authentication protocols are 

not supported by all Web browsers. 

Authentication method 
Advantages and 

recommendations 
Tradeoffs 



RECOMMENDATIONS AND TRADEOFFS

Authentication method 
Advantages and 

recommendations 
Tradeoffs 

Claims

Claims authentication is 

implemented assertions that are 

encapsulated in security tokens 

that determine if a user is permitted 

to access resources. They can be 

a user name, a role, employee ID, 

etc.to determine authorization and 

permission levels.

Configuration and 

management requires 

additional planning and 

training.



RECOMMENDATIONS AND TRADEOFFS

Forms-based authentication

ÅSet up SharePoint Server 2010 in an 

environment that does not use ADDS 

(does not require Windows accounts).

ÅAuthenticate against two or more 

different identity management systems 

when creating partner applications. 

ÅImplement a custom authentication 

scheme using arbitrary criteria. 

ÅAuthenticate users coming from the 

Internet. 

ÅRequires customization of the 

Web.configfile. 

ÅSubject to replay attacks for the 

lifetime of the cookie, unless using SSL 

Transport Layer Security (TLS). 

Authentication method 
Advantages and 

recommendations 
Tradeoffs 



Information for

IT Pros
at TechNet

http://MSSharePointITPro.com

Information for

Developers
at MSDN

http://MSSharePointDeveloper.com

Information for

Everyone

http://SharePoint.Microsoft.com


