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AUTHENTICATION PROVIDERS

Windows

Native

NTLM/Kerberos

Claims

Windows Forms Based SAML

Negotiate/Kerberos LDAP WSTrust

NTLM ASP.NET/SQL WSFederation




WHAT IS DOUBHOP ISSUE?

SharePoint Server

-

ogged -on
user
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FORMS BASED AUTHENTICATION

A Custom written ASP.NET code

ACan validates useroés cr
such as

A LDAP

A SQL Server

A Active Directory

A ADO.NET data providers
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KERBEROS AUTHENTICATION

Domain Controller

Authentication Ticket Granting
Service (AS) Service (TGS)

Local Security
Authority

@} Authentication Request
@ Ticket Request

Workstation

i i

Local Security Local Security
Authority Authority

E} Logon User

@ Acquire Credentials
Credentials

{B Acquire

{El Request

Cliant




ANONYMOUS AUTHENTICATION

A Is disabled by default

A Is enabled through Central Administration to allow
Collection Administrators to enable at the Site leve

A List level control
A Reduced permission set
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Configure Authentication

' Web Applications Management - Windows Internet Explorer

@‘. - I nos

.p Favorites | 2= @& | Suggested Sites ~

Web Applications Management

B ) SYMNERGY\administrator -
Site Actions ~ @  Browse Web Applications

e [ Manage Features i _¢ Blocked File Types = = =
@ g X - Q | & B B &
e i3 Managed Paths — @UserF‘ermissinns :
Mew Extend Delete General Authentication Self-5ervice Site User Anonymous Permission

- Settings - :j:: Service Connections Providers Creation t Web Part Security Policy Policy Policy

Contribute Manage Security Policy

Central
Administration Name URL

Application Management  portal.eynergy.com http://portal.=synergy.com/
System Settings SharePaoint Central Administration w4 http://=p=erv

Monitoring Synergyap.com http://synergyap.com,

Backup and Restore
Security
Upgrade and Migration

General Application
Settings

Configuration Wizards




Configuring Anonymous Access
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Authentication from SharePoint Server
to External Data Source - Impersonation

Modes:

PassThrough
- Uses logged
on user

SharePoint Server

8 Process Account

Logged -on External Lis
user

‘o

RevertToSelf
- Uses process
account

Identity

= SSO
| Authentication
- Credentials,
etc. from Secure
Store)




Authentication from SharePoint Server
to External Data Source

SharePoint Server Modes:
PassThrough
a 8 Process Accoun - Uses logged
on user
Logged -on External Lis
user RevertToSelf
- Uses process

account

= SSO
§ Authentication
- Credentials,

etc. from Secure

Store)




Authentication from SharePoint Server
to External Data Source

Modes:
SharePoint Server - Credentials PassThrough
T - Uses logged

\- Delegation Token/
8 8 Process Account é on user

Logged -on Externa ng_J RevertToSelf
user - Uses process

ldentity J/20 ratis J account

- ‘ i ] \ Y J

. SSO

Secure Store Service = Credentlals,
etc. from Secure
Store)




SECURIEITORE SERVICE

A Maps user credentials to+adkdata systems

A User credentials are managedrely

A User permission levels that are configured on the external data sol
areenforced

A Users are not prompted-nter their credentials when viewing data
from external data sources V@ttarePoint

A SharePoint caonnect to multiple external data systems regardless
the platform and authenticegiquirements

A Requires the use of Windows credentials
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BCS Authentication with SSS

SOUTHERST RASIA

r

SINGAPORE 26 + 27 OCTOBER 2010



CLAIMS BASED AUTHENTICATION

A An authenticatiorodel that works vididantity
systems

A ActiveDirectory® directsgrvices

A LDAPbased directories

A applicatieapecific databases

A usercentriédentity models such_aglD

A Is based ostandards

A WSFederation
A WSTrust
A Securitpssertion Markup Language (SAML).
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BENEFITS

A Support existing ldentity infrastructure

A Enablesutomatjcsecuradentitylelegation

A Supporinoc r edent i al Bxtermavebn e c
services

A Consistent API to develop SharePoint solutions
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CLAIMS PRIMER

A What is Identity?

U Set of attributes to describe a user such as nammad,
age, group membership, etc.

U Traverses the network as an array of bytagferred to as
a token

U In a Claim$ased scenario, the array of bytes carry
Claims

A What is a Claim?

— Some authority that claims to have the attribute and its
value
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CLAIMS

A Claims carry pieces of information about the user

NEnlE

Age

Location
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ISSUER

A Tokens are issued by Security Token Service (STS
software

A Identity providers can include Directory Services,
Windows Live Id, etc.
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CLAIMS PRIMERONTINUED

 What is the difference between a “claim” and an “attribute?”
— Both Facebook & eHarmony have the age attribute

— Facebook that [ am 45, while eHarmony |
am 29.

— Authorization decisions may depend on the age attribute,
your app needs to decide which “claim” you will trust.

* Trust depends on scenario not on technical capability
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CLAIMS PRIMER

A Identity Management concerns itself with three role
A Subiject
A Relying party (RP)
A ldentity provider (IP)
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CLAIMS PRIMERONTINUED

Relying Party (RP)

Identity Provider (IP)

SHAREPOINT CONFERENCE



LETO0OS BE CLEAR ABOUT T

ASTSI=IP
A (The Security Token Service is NOT an ldentity Provider)

A The STS does the bidding of the IP
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CLAIMSBASED SIGW
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IDENTITY NORMALIZATION

-Classic -Claims




CLAIM PROVIDERS

A Augmentation of Claims

A Used to add application specific claims

A SharePoint will authorize over these claims

A Search and Resolve Claims

A Provides a way to enumerate and select claims

A SharePoint will present the claims in the User Experience
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OFFICE APPLICATION SUPPORT

A Office Client applications suppeWimmows Integrated
Authentication

A Office 2010 on
A Windows XP + IE8
A Windows Vista SP2 or IES
A Windows 7

A Office 2007 SP2 on
A Windows XP + IE8
A Windows Vista SP2 or IE8
A Windows 7
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DO YOU NEED CLAIMS?

A Is Active Directory sufficient?

A Great ID storage repository
A Kerberos can handlghNluties

A When Active Directory may not be sufficient

A Webfacing applicatiomsedby people who don't have
accounts in your Winddasain

A Multiple internal authentication methods with no trust

A Youwant to share identities with another company that
non.NET Framework applications
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IVIFLEIVIEIN TTING UL Ao L)
IDENTITY

A Add

A Acc

Logic to Your Applications to Support Claims

uireor Build an Issuer

A ConfigureYour Application to Trust the Issuer

A Configurethe Issuer to Know About the Application

oM
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STEP 1EDUCATE YOUR APP

A Must know how to validate incoming token

A Windows Identity Foundation (WIF)
A Reference WIF assembly (Microsoft.IdentityModel.dll)
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STEP 2BUY OR BUILD?

A Easy road: use ADFS 2.0 as your issuer of tokens

A Road Less Traveled: Build your own (Good luck wi
that)

A Get a person with good<RKlkz

A Use certificates
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STEP SESTABLISH TRUST

ATrust means : #Al wil | C

A Trusts are UMirectional

A Application trusts the issuer, not the other way around

A Will need the Federation metadata
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STEP 4EDUCATE THE ISSUER

A Provide URI of application
A Provide the required claims
A Provide URL application will use to receive token(s
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APPLI CATI ONS THAT £
AWAREO

A Any ASP.NET app that uses the ADFS library

A Acceptglaims that the Federation Service sends in ADFS security
tokens

A Canuse ADFS claims to make authorization ddaisatlys
A SharePoint 2010

A First application that natively understands Windows ldentity Frame
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RECOMMENDATIONS AIRBDEOFFS
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RECOMMENDATIONS ARADEOFFS

Claims authentication is
implementexkssertionthat are Configuration and
encapsulated in security token
that determine if a user is pern
to accesmsourceg hey can be
auser name, a rodeployetb,

etc.todetermine authorization :
permission levels.

management requires
additional planning and
training.

Claims
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RECOMMENDATIONS ARADEOFFS
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Learn More about SharePoint 2010

Information for Information for Information for
IT Pros Developers Everyone
at TechNet at MSDN

http://MSSharePointITPro.com http://MSSharePointDeveloper.com http://SharePoint.Microsoft.com



